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T&Cs 
 

Article 1 – Purpose of the Terms and Conditions of Use 

These Terms and Conditions of Use, hereinafter referred to as the T&Cs, constitute the agreement governing the relationship between 
SICAME Group and users of the websites under the sicame.io domain and of the websites under its subdomains, hereinafter referred 
to as the Site. Use of the Site implies the User's full and unconditional acceptance of these T&Cs and the Privacy Policy applicable to 
Site users. The person using the Site is hereinafter referred to as the User. Use means creating an account and using it. SICAME 
Group reserves the right to update and/or amend these Terms and Conditions of Use at any time. New numbered and dated versions 
shall enter into force on the date they are published on the Site. Site Users are invited to consult the Site's T&Cs regularly when 
accessing it.  

Article 2 – Free Website 

Creating an account and using the Site are free of charge. SICAME Group reserves the right to close the Site without prior notice or 
compensation for Users. 

Article 3 – Paid Website 

In the context of a paid contract, the creation of an account and its use on the Site are governed by the terms of a contract to be 
entered into. 

Article 4 – Site Accessibility 

The Site is available at any time at its URL, 24 hours a day, 7 days a week, 365 days a year, except in cases of force majeure, computer 
failures, maintenance or update operations, or problems related to telecommunications networks. 

SICAME Group shall not be held liable for any unavailability of the Site resulting from the cases mentioned above.  

The Site is accessible only to Users who have created an individual account. The login and password used to access an individual 
account are strictly confidential. Accordingly, the Site User undertakes to keep exclusive use of the login and password for their 
individual account.  

Article 5 - Liability 

The Site User acknowledges and accepts that use of the Site, and in particular of their individual account, is carried out under their 
sole and complete responsibility, control and direction. SICAME Group cannot be held liable for any fraudulent use of the Site or of an 
individual account by a Site User. The Site User undertakes to inform SICAME Group as soon as possible of any fraudulent use of the 
Site or of the individual account.  

Article 6 – Confidentiality 

SICAME Group and the Site User undertake to maintain mutual confidentiality and discretion. Any breach of this confidentiality by the 
User will result in the immediate termination of their account without prior notice or compensation. 

SICAME Group’s privacy policy for the Site is available via this link: Privacy-Policy  

Article 7 – Cookies 

SICAME Group’s cookie policy for the Site is available via this link: Cookie-Policy 

Article 8 – Duration and Location of Data Storage 

Data from a free account will be stored for a period of two (2) years (history depth) on servers located in Europe. Any account that is 
not used (no connection to the Site for a period of twelve (12) consecutive months) will be terminated immediately without prior notice 
or compensation for the User. 

In the context of a paid contract, the duration and location of data storage are governed by the terms of that contract. 

Article 9 – Jurisdiction Clause 

Any dispute that may arise from the interpretation or performance of these T&Cs and their annex shall fall under the exclusive 
jurisdiction of the Courts of Brive. 
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Article 10 – Vulnerability Disclosure Policy 
Scope 
SICAME Group considers the security of its information and communication systems to be an absolute priority.  
In this context, this vulnerability disclosure policy describes the systems and types of testing that are authorized, as well as the 
procedures for reporting vulnerabilities. This policy applies to all SICAME Group products and services, including: 

• SICAME Group’s presence on the web as a whole;   
• The public IP addresses used by SICAME Group and the associated services; 
• Any software published by SICAME Group. 

In addition, vulnerabilities found in products and systems used by SICAME Group and originating from other manufacturers are outside 
the scope of this policy and must be reported directly to those manufacturers in accordance with their own disclosure policy, where 
applicable. 
Any vulnerability report must comply with this policy. 
SICAME Group’s internal infrastructure is outside the scope of this policy. 
 
Good-Faith Approach and Waiver of Legal Action 
If you act in good faith to detect and report vulnerabilities in SICAME Group products and systems while complying with this policy, 
SICAME Group will not take legal action in connection with your activities, provided that you follow the rules set out in this policy. 
 
Disclosure Rules 
SICAME Group undertakes not to take legal action against reporting parties who submit vulnerability reports within the scope of this 
policy and who: 

• Provide all information required in the vulnerability report;  
• Conduct testing and vulnerability research on products and systems without harming SICAME Group, its customers, 

employees, suppliers, distributors, or third parties, using only harmless exploits; 
• Cooperate with our team by answering all questions concerning the report within a maximum period of one week; 
• Agree not to publicly disclose a reported vulnerability before a fix or mitigation measure has been published and before 

authorization has been received;  
• Comply with all applicable laws and regulations. 

 
Prohibited Activities  
Conversely, carrying out one or more of the actions listed below by stakeholders shall be deemed a violation of this vulnerability 
disclosure policy and shall entitle SICAME Group to bring legal proceedings in the following cases:  

• Copying, using and/or modifying data; 
• Social engineering, phishing, spam or phishing attacks; 
• Compromising a product or system in order to obtain full or partial control; 
• Repeatedly accessing the product or system, or sharing access to it with third parties; 
• Using any access obtained to attempt to access other products or systems; 
• Modifying the access rights of other users; 
• Using automated scanning tools; 
• Using a “brute-force” attack to access a product or system; 
• Introducing malware;  
• Testing the physical security of SICAME Group or third-party property; 
• Launching denial-of-service or resource-exhaustion attacks; 
• Requesting financial compensation for reporting a vulnerability;  
• Disrupting operational services. 
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How to Report a Vulnerability?  
If you believe that you have detected a vulnerability, please report it by sending a report to the following email address: alert.cyber-
security@sicamegroup.com. 
Your report, written in English or French, must contain the following information: 

• Your email address and your name or pseudonym (optional) to facilitate coordination. The information provided will be used 
solely to contact you and thank you, if you consent. For more information, please consult our privacy statement. 

• Your findings may be encrypted, using our PGP public key available on request at the email address mentioned above ; 
• Time and date of discovery ; 
• Product or service reference and serial number;  
• URL and browser information, including the browser type and version, as well as the data required to reproduce the 

vulnerability; 
• Technical description - indicate the measures taken and the result in as much detail as possible; 
• Code example - if possible, provide the code used in the test to create the vulnerability; 
• Disclosure plan(s) - current disclosure plan(s); 
• Threat/risk assessment – please provide details of the threats and/or risks identified, as well as information on the risk level 

(high, medium, low) for the assessment findings; 
• Software configuration - details of the computer/device configuration at the time the vulnerability was identified; 
• Relevant information about connected devices in the event of a vulnerability during the interaction. When a secondary device 

triggers the vulnerability, these details must be provided;  
• A description of the vulnerability and its potential effects. If possible, also indicate the potential root causes, technical 

information, or proof-of-concept code;  
• The steps to reproduce the vulnerability. This may be a list of steps or recommendations that we can use to verify and triage 

the vulnerability. 

Please do not provide any personal data other than that expressly requested in the form. 
Participation in this program does not grant you any intellectual property rights belonging to SICAME Group or a third party. 
 
Next Steps 
Each report received will be acknowledged by our teams within 5 business days and will be handled in strict confidence. 
Our teams may then contact you to collaborate with you and keep you informed of the progress made in resolving the vulnerability.  
The objective is to analyze all vulnerabilities within 10 business days. 
In any event, SICAME Group remains free to accept or reject a report submitted under this program. In particular, vulnerabilities with 
a minimal impact on security or low exploitability, vulnerabilities beyond its control, vulnerabilities that could be discovered through 
automated analyses that have not been manually verified, or vulnerabilities related to a breach of the program requirements will not 
necessarily be accepted. 
 
Compensation  
We appreciate the time and effort you devote to reporting vulnerabilities in order to preserve the safety and security of our products 
and services, and we thank you for it. However, we do not have a bug bounty program and do not offer monetary rewards to individuals 
who report vulnerabilities.  
However, SICAME Group is willing to publish your name as the discoverer of the issue, if you consented to this in your initial email, if 
and when we disclose the issue publicly. 
 


